This listing of claims will replace all prior versions, 
and listings, of claims in the application: 




Laim 1 (previously presented) : A method for provisioning 
seiwices to packets sourced from a number of client 
devices, each of the packets having at least a part of a 
layer 2\header replaced with a unique bit string that is 
independent of the contents of the received packets, the 
method comp^dsing: 

a) determining whether or not the packet is entitled 
to access a\particular service using at least a 
portion of th\ unique bit string; and 

b) if it is de'^rmined that the packet is entitled to 

\ 

access the particuUc 
packet . 



,ar service, then routing the 



1 Claim 2 (original) : The method of claim 1 wherein at least 

2 a portion of the unique bit strisng represents one of a 

3 number of logical interfaces. \ 

1 Claim 3 (previously presented) : The \ethod of claim 1 

2 wherein at least a portion of the uniqiite bit string 

3 corresponds to a virtual private network-NDrganizational 

4 universal identifier. \ 

1 Claim 4 (previously presented) : The method or\ claim 1 

2 wherein at least a portion of the unique bit strdng 

3 corresponds to a virtual private network- INDEX. \ 

1 Claim 5 (previously presented) : A method for providisng 

2 various quality of service levels to packets sourced fVom a 

3 number of client devices, each of the packets having at\ 
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least\ a part of a layer 2 header replaced with a unique bit 
stringXthat is independent of the contents of the packets, 
the metnod comprising: 

a) determining a service level to which the packet is 
entiti^^d using at least a portion of the unique bit 
string; >and 

b) forwaVding the packet to a queue associated with 
the servicV level determined. 



1 Claim 6 (original) \ The method of claim 5 wherein at least 

2 a portion of the unrque bit string represents one of a 

3 number of logical int)^rfaces. 

1 Claim 7 (previously presented) : The method of claim 5 

2 wherein at least a portioii of the unique bit string 

3 corresponds to a virtual private network-organizational 

4 universal identifier. 

1 Claims (previously presented) \ The method of claim 5 

2 wherein at least a portion of the unique bit string 

3 corresponds to a virtual private Vie twork- INDEX. 



1 Claim 9 (previously presented): A rfl^thod for monitoring 

2 packets sourced from a group of client devices defining a 

3 subset of client devices, each of theNpackets having at 

4 least a part of a layer 2 header replaced with a unique bit 

5 string, the method comprising: 

6 a) determining whether or not the pkcket belongs to 

7 the group of client devices using at Xeast a portion 

8 of at least one of the unique bit string; and 

9 b) if it is determined that the packet\does belong to 
10 the group of client devices, then 
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i^i copying the packet to generate a duplicate 
paisket, and 

li) y forwarding the duplicate packet to a 
monitoring facility, wherein the monitoring 
facil^Lty monitors at least one of (A) service 
provided to a group of customers and (B) 
security 



1 Claim 10 (original) \ The method of claim 9 wherein at 

2 least a portion of tPie unique bit string represents one of 

3 a niimber of logical interfaces. 
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Claim 11 (previously presented) 

:i\n oJ 



The method of claim 9 
wherein at least a portion of the unique bit string 
corresponds to a virtual p^rivate network-organizational 
universal identifier . 



1 Claim 12 (previously presented) : The method of claim 9 

2 wherein at least a portion of \the unique bit string 

3 corresponds to a virtual private network- INDEX. 



1 Claim 13 (previously presented): \ An apparatus for 

2 provisioning services to packets spurced from a number of 

3 client devices, each of the packetsX having at least a part 

4 of a layer 2 header replaced with a \inique bit string, the 

5 apparatus comprising: 

6 a) an access control list; and 

7 b) an access controller, the access controller 

8 including 

9 i) means for determining whedher or not the 

10 packet is entitled to access a\ particular service 

11 using 
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12 \ A) contents of the access control list, and 

13 \ B) at least a portion of the unique bit 

14 \string, and 

15 ii) mfeans for routing the packet if it is 

16 determined that the packet is entitled to access 

17 the particular service. 

1 Claim 14 (previously pVesented) : An apparatus for 

2 providing various service levels to packets sourced from a 

3 number of client devices, \each of the packets having at 

4 least a part of a layer 2 header replaced with a unique bit 

5 string that is independent ols contents of the packets, the 

6 apparatus comprising: \ 

7 a) a plurality of queues, \each of the plurality of 

8 queues associated with a particular service level; 

9 b) a service level list; and\ 

10 c) a service level controller \ the service level 

11 controller including \ 

12 i) means for determining a sjervice level to 

13 which the packet is entitled using 

14 ^ A) contents of the service level list, 

15 and \ 

16 B) at least a portion of the unique 

17 bit string, and \ 

18 ii) means for forwarding the packeV to the one 

19 of the plurality of queues associate^ with the 

20 quality of service level determined. \ 

1 Claim 15 (previously presented) : An apparatus for 

2 monitoring packets sourced from a group of client aevices 

3 defining a subset of client devices, each of the packets 
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4 having at least a part of a layer 2 header replaced with a 

5 unique bi\ ^string, the apparatus comprising: 

6 a) a rtionitoring port for accepting packets of the 

7 group of^client devices to be monitored; 

8 b) means \ietermining whether or not an accepted 

9 packet belorxas to the group of client devices using at 

10 least a porti\n of the unique bit string; and 

11 c) means for 

12 i) copyingXthe accepted packet to generate a 

13 duplicate paoJcet, and 

14 ii) forwarding the duplicate packet to the 

15 monitoring port\so that at least one of (A) 

16 service to a groiip of customers and (B) security, 

17 may be monitored, \if it is determined that the 

18 packet was sourced \by a client device belonging 

19 to the group of clieht devices. 

1 Claim 16 (previously presented) :\ The method of claim 1 

2 wherein the layer 2 header is an Ethernet header, wherein 

3 when the unique bit string replace^ the at least a part of 

4 the layer 2 header a modified headeA is generated, and 

5 wherein a bit-size of the modified heVder is the same as 

6 that of the Ethernet header. 

1 Claim 17 (previously presented) : The mefijiod of claim 1 

2 wherein at least a portion of the unique ]3^t string 

3 represents a logical port identifier including a geographic 

4 location identifier and a physical unit identifier. 



1 Claim 18 (previously presented) : The method o% claim 5 

2 wherein the layer 2 header is an Ethernet headeA, wherein 

3 when the unique bit string replaces the at least \a part of 
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r 2 header a modified header is generated, and 



wherein a\bit-size of the modified header is the same as 



that of thevEthernet header, 



\ 



Claim 19 (previx^usly presented) : The method of claim 5 
wherein at leastXa portion of the unique bit string 
represents a logioal port identifier including a geographic 
location identif ier\ and a physical unit identifier. 



1 Claim 20 (previously presented) : The method of claim 9 

2 wherein the unique bit !^tring is independent of a layer 2 

3 destination address. 

1 Claim 21 (previously preser}|:ed) : The method of claim 9 

2 wherein the layer 2 header i^ an Ethernet header, wherein 

3 when the unique bit string replaces the at least a part of 

4 the layer 2 header a modified laeader is generated, and 

5 wherein a bit-size of the modified header is the same as 

6 that of the Ethernet header. 

1 Claim 22 (previously presented) : '^e method of claim 9 

2 wherein at least a portion of the ur^que bit string 

3 represents a logical port identif ier including a geographic 

4 location identifier and a physical und^ identifier. 

1 Claim 23 (previously presented) : The method of claim 13 

2 wherein the unique bit string is independent of a layer 2 

3 destination address. 



1 Claim 24 (previously presented) : The methoc^ of claim 13 

2 wherein the layer 2 header is an Ethernet he^er, wherein 

3 when the unique bit string replaces the at least a part of 
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the l^a^r 2 header a modified header is generated, and 
wherein ^ bit-size of the modified header is the same as 



that of the Ethernet header. 
\ 



Claim 25 (previously presented) : The method of claim 13 
wherein at le^st a portion of the unique bit string 
represents a Ibgical port identifier including a geographic 
location identifier and a physical unit identifier. 



1 Claim 26 (previoi^ly presented) : The method of claim 14 

2 wherein the layer y header is an Ethernet header, wherein 

3 when the unique bin string replaces the at least a part of 

4 the layer 2 header a modified header is generated, and 

5 wherein a bit-size of the modified header is the same as 

6 that of the Ethernet header. 

1 Claim 27 (previously presented) : The method of claim 14 

2 wherein at least a portion of the unique bit string 

3 represents a logical port\ identifier including a geographic 

4 location identifier and a physical unit identifier. 

1 Claim 28 (previously presented) : The method of claim 15 

2 wherein the unique bit string\is independent of a layer 2 

3 destination address. 



1 Claim 29 (previously presented) : \ The method of claim 15 

2 wherein the layer 2 header is an ^hernet header, wherein 

3 when the unique bit string replacesX the at least a part of 

4 the layer 2 header a modified headerXis generated, and 

5 wherein a bit-size of the modified header is the same as 

6 that of the Ethernet header. 
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im 30 (previously presented) : The method of claim 15 
wnereln at least a portion of the unique bit string 



represents a logical port identifier including a geographic 



location identifier and a physical unit identifier. 



1 Claim 31 (previously presented) : The method of claim 1 

2 wherein the stepNpf determining whether or not the packet 

3 is entitled to acc^s a particular service using at least a 

4 portion of the uniqueNbit string is a separate 

5 determination from determining whether or not the packet 

6 can be forwarded. 

1 Claim 32 (ix^) : The method of\claim 1 wherein the packet 

2 is routed only if it is determined that the packet is 

3 entitled to access the particular ^rvice. 

1 Claim 33 (new) : The method of claim 5 Vherein the service 

2 level is a quality of service level, 



Claim 34 (new) : The method of claim 5 whereioi the service 
level is a quality of service level represented, by a 
plurality of bits. 
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